
   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Efficient Cryptographic Acceleration 
The SafeXcel 171-PCI Card is a plug-in PCI card that 
provides leading edge IPSec acceleration features.  It 
supports a comprehensive set of algorithms, including: 
 

• DES, Triple-DES, and AES encryption 
• MD-5 and SHA-1 Hashing with HMAC 
• Public Key computations: 

- Diffie-Hellman Key Negotiation 
- RSA Encryption & Signatures 
- DSA Signatures 

• Random Number Generation  

With this accelerator installed, host system applications 
can off-load the burden of time-consuming crypto 
applications that can have a serious effect on system 
performance.  This means that the host processor has 
more free cycles to perform its main tasks and leaves room 
for it to implement additional features. 

The SafeXcel 171-PCI Card delivers complete IPSec 
processing, including full header and trailer handling for 
ESP and AH.  It also provides acceleration for IKE 
handshaking, including the very processor-intensive 
public key computations. 

The SafeXcel 171-PCI Card provides 

unmatched performance, at a very 

attractive price. 

SafeXcel™171-PCI Card

Powerful SafeNet Cryptographic Library 
The SafeXcel 171-PCI Card is unique in its class by bundling a 
comprehensive cryptographic library with each board.  This 
library is designated CryptoGraphic eXtensions (CGX) and is 
compiled onto the host processor. 

The cryptographic library includes functions such as: 
• Generate both secret and public keys 
• RSA, DSA, and D-H public key operations 
• Encrypt and hash data 
• Sophisticated key management infrastructure  

In addition, the new 3.0 version of the CGX Library 
supports enhanced IKE macros such as: 

• Generate IKE Phase 1 Context (skeyid_a, d, e, etc.)
• Compute IKE Phase 2 Context 
• Compute HMAC Pre-computes 
• Create new SA entry 
• Destroy SA entry  
 

This same library is currently in use on SafeNet’s IPSec 
Client offering.  This product has been certified for IPSec 
compliance by ICSA and is a leader in interoperability 
testing at the IPSec bakeoffs. 
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Specifications 

IPSec Throughput 
 290 Mbps sustained ESP  
  (AES, MD5, 1500 byte packets) 
 260 Mbps sustained ESP  
  (3-DES, SHA-1, 1500 byte packets) 
 90 Mbps sustained ESP 
  (3-DES, SHA-1, 64 byte packets) 

Symmetric Encryption Block 
 1056 Mbps Single-DES 
 352 Mbps Triple-DES 
 845 Mbps AES 
 Supports all modes: ECB; CBC; OFB;  
 1, 8, 64-bit CFB(DES), 128-bit CFB(AES) 
 Multi-mode Padding support 
  Implements IPsec ESP transforms 

Hash Block 
 Hardware-based MD-5 and SHA-1 
 520 Mbps MD-5 
 417 Mbps SHA-1 
 Implements IPsec AH and HMAC 
 Includes mutable bit handler for AH, 
  including IPv4 option and IPv6  
  extension headers 

Public Key Accelerator 
 Accelerator for math-intensive public 
  key operations up to 2048-bit modulus size 
 Diffie-Hellman negotiate: 5.1ms   
  (1024-bit modulus, 180 exponent) 
 RSA 1024-bit sign: 8.4ms 
 RSA 1024-bit verify: .85ms 
 DSA Sign: 8.9ms, DSA Verify: 20.5ms 

Protocol Support 
 Full IPsec transforms including ESP, AH and 

bundled header/trailer processing 
 Basic Encrypt, Decrypt, Hash and HMAC 

operations 

Random Number Generator 
 Hardware-based Non-deterministic 
 Random Number Generator 
 Can generate session keys, IV’s, public 
  and private key seeds, etc. 
 Up to 1 Mbit of Random Data per sec.  

CGX Library 
 Advanced cryptographic library, with 

Integrated Key Management support 
 Targeted to Host processor. 
  Symmetric Algorithms 

- DES/3DES (hardware accelerated) 
- AES Rijndael 
- ARC4, ARC5 

  Hash Algorithms 
- SHA-1  (hardware accelerated) 
- MD5     (hardware accelerated) 
- RIPEMD-128 
- RIPEMD-160 

  Compression Algorithm 
  - Deflate 
 Protocol Support 
  - IPSec ESP & AH  (hardware  
  accelerated) 
  - IPSec IKE  (hardware accelerated) 
  - IPcomp 

  - SSL, WTLS 

 PCI Interface 
  32-bit 3.3V or 5V bus interface 
 66 MHz max bus speed 
 PCI v2.2 Compliant 
 Bus Master and Target Capability 

Environment 
 Operating Temperature: 0 – 70˚C 
 Storage Temperature: 0 – 85˚C 
 Operating Humidity: 10 – 90% RH 

Electrical 
 PCI Voltage: 5V ±10% 
 PCI Bus Signaling: 3.3V or 5V 
 Power Consumption: 1W typical 

Mechanical 
 Standard PCI ‘short’ card 
  17.5 cm x 10.7 cm  
  6.875” x 4.2” 
  
 Also available: PCI mini card 
  12 cm x 5.1 cm  
  4.75” x 2” 

Software Developer’s Kit 
SafeNet offers a Developer’s Kit which contains ‘C’ 
header files, sample applications, Test code and PCI 
drivers for Win NT/2000, Linux, and VxWorks to 
assist the software developer in producing 
applications. Contact SafeNet, Inc. for more 
information. 

Applications 
• Broadband access devices (xDSL, Cable Modem, 

NIC) 
• SOHO router 
• Set-top box / Internet appliances 
• Wireless (Bluetooth, 802.11x, 2.5G/3G) 
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