
The SSL iGate
Security Advantage

SafeEnterprise SSL iGate includes:

Integrated iKey 2-factor

authentication 

SSL iGate includes 5 iKey USB tokens 

Extensive client side security

checks status of:

• Firewall*

• Virus protection**

• Windows update

• Windows service check

• File digital signature check

• Administrator selected registry keys

• IP address

Client side cache cleaning

Roles based fine- grained

access control

Application level access control

Session auto-logoff when 

iKey removed

Admin selectable registry key policy

Hardened appliance

Hardware SSL acceleration***

HTTP compression***

Supports Web and 

client/server applications

Supports both Microsoft®

and Sun® Java virtual machines

SafeEnterprise
SSL iGate 

®

The Foundation of Information Security

SafeEnterpriseTM SSL iGate, a SSL VPN

appliance with integrated iKey two-factor

authentication identity management

delivers cost effective secure remote

access to applications and data, over 

the Internet, leveraging the proven

security of SSL encryption built into a

Web browser to create an encrypted

tunnel for secure communications, wired

or wireless with integrated 3A security:

Authentication, Authorization, and Audit. 

The SSL iGate ensures the security 

of your information in motion in the 

following ways:

• Instant SSL encryption of all 

communications over the internet

from a standard web browser—

from anywhere

• Extensive client side security 

checking ensures that your network is

protected against Trojans, viruses,

worms or hackers. 

• 3A security 

• Authentication—who is 

requesting access

• Integrated two-factor

authentication including

support for SafeNet iKey, RSA

SecurID, or standard user name

and password or any

combination in mixed 

mode environment—validates 

the identity of a remote users

before access granted

• Authorization—what are they 

permitted to access

• Fine grained access controls 

ensures that users including 

mobile employees, suppliers, 

customers and/or corporate 

partners have access only to the 

applications, data and resources 

that they are permitted to access

based their user roles/

group permissions

• Central administration of users 

rights by Group, Role 

and Application

• Audit—what did they access

• SSL iGate Tracks, monitors and 

logs the activity of every user on 

the network

SafeEnterprise SSL iGate ROI
• Application proxy —significantly 

reduces Web server exploitation risks

• Increases security by decreasing 

unauthorized access with 3A Security

and iKey two-factor Authentication

• Decrease costs- significantly reduces 

end-user access and support costs 

with low-cost internet connectivity 

from a standard web browser 

• Increase productivity and user 

satisfaction with increase in remote 

user's ability to successfully connect 

from anywhere- hotel, customer site 

with no firewall's to traverse

• Easy to deploy - no client side 

software to deploy, manage 

or support- only need a browser

Encrypted Secure Remote Access and Communication 
over the Internet…wired or wireless.
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Features and Benefits
Secure Application Proxy

• Protects against server vulnerabilities
• Authenticates all traffic
• Internal site protection
• No bridging of networks—

terminates sessions between it &
client application

1U Appliance Hardware-based
SSL Acceleration***

• SSL applied to all http data—
applications don't need
reconfiguring for SSL 

• Central Certificate management
• Supports web/non-web applications
• Secure encrypted tunnel

between client and network
protected resources

Advanced Authentication
• Compatible with Radius, 

Active Directory, LDAP, and
most PKI systems

• Username/Password support
• Integrated iKey USB token support
• RSA SecurID support
• Access control policies tailored to

user roles/groups security levels
• Secure links automatically closed

when iKey is removed
• Powerful, run-time client 

side security

Application Support
• Secure File Share Access

(WebDav, SMB)
• Standards-based e-mail protocols 

(IMAP, POP3, SMTP)
• Web based email (OWA, 

Lotus Notes)
• Access to TCP based

client/server applications
• Access to Telnet based resources
• Secure access to Terminal

Server and Citrix (ICA)
• Secure Web and non-web 

Application Access

Upgrade Options
• High Availability back up appliance
• iKey secure authentication
• Flexible concurrent user bundles

Eliminates Browser Cache To
Secure Public PC Access

HTTP Compression

Internal Site Exposure
• Consolidate multiple web servers

through a single interface
• Compatible with all http 

based applications
• Hides underlying server names 

and structure
• Re-writes html code in real time

Secure Time-out Mechanism
Protects Against Unattended
Sessions

• iKey removal from USB port 
closes session

®

The Foundation of Information Security

• Installs quickly - appliance drops 

in behind firewall and in front 

of application servers with no

modification or reconfiguration 

of existing network infrastructure 

required

• Increase wireless communications 

deployment- 802.11 compatibility 

ensures SSL encrypted secure wireless 

communications between the network 

and mobile user 

SafeEnterprise iGate Audit
Reporting Tool (IRT)
SafeEnterprise SSL iGate is the only SSL VPN

to offer powerful, alarms-based reporting. 

The key benefits are:

• Access is managed centrally like all 

other resources

• Usage summary by group, user 

or resource

• Alarms-based reporting 

highlighting anomalies

• Graphics representation of access 

by date, usage or group

Administration Tools
The SafeEnterprise SSL iGate has a variety 

of administrative options to fit in to 

any environment:

• Web-based configuration utility

• Advanced user, resource and iKey

management software

• A full featured Command Line 

Interface (CLI)

• Common interface for managing

multiple units

Ease of Use
The SafeEnterprise SSL iGate provides 

end-users easy to use remote access that is

available anywhere.

• Connect from anywhere with a standard

web browser 

• Friendly Portal Access to Resources,

Application and data

• NO VPN Client needed to install 

and maintain 

• User access to web and non-web 

applications
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Australia +61 3 9882 8322
Brazil +55 11 3392 4600
Canada +1 613.723.5077
China +86 10 8266 3936
Finland +358 20 500 7800
France +33 1 41 43 29 00
Germany +49 18 03 72 46 26 9
Hong Kong +852.3157.7111
India +91 11 26917538

Japan (Tokyo) +81 45 640 5733
Korea +82 31 705 8212
Mexico +52 55 5575 1441
Netherlands +31 73 658 1900
Singapore +65 6297 6196
Taiwan +886 2 27353736
UK +44 1276 608  000
U.S. (Massachusetts) 
+1 978.539.4800

U.S. (New Jersey) 
+1 201.333.3400
U.S. (Virginia) +1 703.279.4500
U.S. (Irvine, California) 
+1 949.450.7300
U.S. (San Jose, California) 
+1 408.452.7651
U.S. (Torrance, California) 
+1 310.533.8100

Distributors and resellers 
located worldwide.

*  McAfee® Personal Firewall Plus, Norton™ Personal Firewall,    
Microsoft Windows XP ICF, Zone Labs ZoneAlarm®

** CA eTrust™ Antivirus; McAfee VirusScan™, Norton AntiVirus
*** SafeEnterprise iGate Pro only


