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Integrated, Affordable, Comprehensive
E-mail Protection

The number one security issue among network administrators
is keeping viruses out of their networks. And unfortunately,
most of those come through the gateway as e-mail.

88% of respondents to ICSA’s
Computer Virus Prevalence Survey 2003
reported e-mail-borne infection.

For small- to mid-sized businesses looking to put some extra
muscle behind their e-mail protection, the challenge is finding
a product that is affordable and easy to integrate into the
overall security infrastructure.

For WatchGuard® Firebox® X owners,
there’s a solution

WatchGuard now offers Gateway AntiVirus (AV) for E-mail, an
additional layer of security when you'’re looking for superior
protection from e-mail-borne viruses.

Gateway AV for E-mail provides robust signature-based
protection, with more than 22,000 virus signatures, updated
within hours of new threats emerging. This signature
protection works in concert with deep application inspection,
which identifies unknown threats and stops them before they
can attack.

Gateway AV for E-mail is incorporated into the integrated,
centralized management of your Firebox X. Like all Firebox X
subscription-based services, including WebBlocker and
SpamScreen, it can be managed using WatchGuard’s central
management solution, WatchGuard System Manager (WSM).

Because the service is integrated into the Firebox X, there is
no new hardware to buy. A single subscription provides
network-wide protection for all users configured behind your
Firebox X.

Gateway AV for E-mail is easy to use. New and current Firebox
X customers simply purchase and activate a license key and

the service is turned on. Once activated, the service
automatically updates signature files stored on the Firebox X,
making updates close to effortless.

Gateway AV for E-mail interoperates seamlessly with the other
security capabilities already available on the Firebox X to
provide a full suite of defenses against worms, viruses,
spam, intrusion attacks, and blended threats.

Features and Benefits

= Automated signature updates

Continually checks for new and updated signatures
from a high-availability server array. You can update
your virus signatures at regular intervals that you

determine, for continuous and timely protection.

= Optimized for better performance

Scans only the SMTP traffic that has successfully
passed deep application inspection, so your network
resources aren’t tied up in repetitive steps that
degrade performance.

= Scans all major compression attachments
Supports scanning of compressed attachments
including ZIR RAR (2.0), TAR (POSIX), GZIR ARC, MS
OLE2, and MS SZDD for solid protection from viruses
within compressed files.

= Logs, monitors, and reports on all antivirus activity
and signature viability

Ensures you have a real-time view of all antivirus
activity. You remain informed and in control.

= Thorough signature database
Includes a growing database with more than 22,000
signatures of the most active global threats,
extending well beyond the current WildList.



WatchGuard® Gateway AntiVirus for E-mail

An Intelligent Security Architecture:
Better Security, Better Performance

Traditional systems do not effectively handle threats at
multiple layers, so as network traffic levels increase,
performance decreases. With traditional systems you get
reactive, signature-based protection from a limited signature
set and a performance problem as the level of traffic
increases.
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Traditional appliance-based gateway antivirus solutions deliver limited
signature-based protection and lower performance.

In contrast, WatchGuard has integrated zero day protection
through deep application inspection into the Firebox X. Zero
day protection delivers a proactive defense against emerging
threats, often before the threat is defined and a signature is
developed. This capability blocks approximately 80% of all
viruses on the Firebox X today.

WatchGuard® Gateway AntiVirus for E-mail with Zero Day Protection
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Zero Day Protection

Gateway AntiVirus for E-mail, integrated with deep application inspection for
zero day protection, gives you better security and better performance.

As threats are detected at each subsequent layer, less traffic
needs to be inspected. When threats finally reach the
Gateway AV for E-mail layer, there is less traffic to scan,
thereby increasing the efficiency of the system overall. With
intelligent integration of zero day protection and gateway
antivirus, you'll retain the level of performance and security
you require.

Gateway AntiVirus for E-mail Service

Firebox® X500

Gateway AV for E-mail 1-Year Subscription ~ WG017125
Gateway AV for E-mail 1-Year Renewal WG017132
Firebox® X700

Gateway AV for E-mail 1-Year Subscription ~WG017126
Gateway AV for E-mail 1-Year Renewal WG017133
Firebox® X1000

Gateway AV for E-mail 1-Year Subscription ~ WG017127
Gateway AV for E-mail 1-Year Renewal WG017134
Firebox® X2500

Gateway AV for E-mail 1-Year Subscription ~ WG017128
Gateway AV for E-mail 1-Year Renewal WG017135

Expand Firebox X with Add-On Services
and Upgrades

Add features and services to Firebox X to expand your
security appliance as your needs grow. Get spam blocking
with SpamScreen, Web filtering with WebBlocker, more
network ports, and additional mobile user VPN clients. With
WatchGuard solutions, you can get on with your work and rest
assured that your network is protected.

System Requirements

" WatchGuard Firebox X running WatchGuard System
Manager 7.3 or later

" Microsoft® Windows 2000, Windows NT, or XP
" SMTP server

For more information about Gateway AntiVirus for E-mail and
additional features and services, visit:

www.watchguard.com/products/x_security.asp
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For more detail on which WatchGuard security appliance product line is best suited to your needs, visit: www.watchguard.com/compare



