
The Integrated, Affordable, and Comprehensive
Web Filtering Service

Leaving network users free to roam the Internet can cost your
organization thousands of dollars in lost productivity, reduced
bandwidth, and even worse, increased legal liability.
Uncontrolled Web surfing can also elevate your exposure to
malicious spyware, Trojans, and virus downloads from rogue
Web sites. 

You need to protect your business, but most solutions require
buying a separate server and doing extensive configuring.
These solutions can be costly to purchase, a chore to main-
tain, and require expensive per user licensing. They simply
don’t deliver a Web filtering solution that seamlessly inte-
grates into your existing network, is easily managed, and
won’t blow your budget.

For WatchGuard®Firebox®X owners, there’s a better solution:

n WebBlocker easily integrates into your existing Firebox® X appli-
ance —no extra hardware is needed. It’s also priced per appliance, not
per user, so you avoid the expensive licensing fees associated with
other vendors. Activation with just a software license key makes turn-
ing on the function a snap.

n Web filtering controls are fully integrated into the WatchGuard System
Manager, so you can use the same familiar interface to manage your
Web filtering solution and all other Firebox X management tasks.

n Because WebBlocker uses the SurfControl® content filtering technology
and database, you’re getting the most comprehensive and up-to-date
Web filtering protection available.

Intuitive Management and Controls

Access all Web filtering tools in WatchGuard System Manager
for easy, intuitive control, monitoring, and reporting.

Web Category Control

Flexible Custom Rules

Object-Based Management

WatchGuard®

WebBlocker
A Firebox® X Add-On Security Service

WatchGuard® partners with SurfControl®— the
world’s number one Web filtering company— to
deliver WebBlocker integrated content filtering.

WebBlocker uses the SurfControl® CyberPatrol® database of over
6.1 million sites covering 1.2 billion Web pages—the most interna-
tional coverage in the industry. Daily updates give you 24x7, up-to-
date Web filtering to keep you protected.

n

       

Quickly select your content
security policy from 14
distinct category filters.

n

  

Open or block access to
entire Web site categories
with a mouse click.

n

  

A locally maintained,
automatically updated
database contains 6.1
million sites.

n 

  

Create custom Allowed and
Denied exception lists for
mission critical access to
certain Web sites, host
addresses, or URLs.

n 

  

Lock down access to specific
URLs or host addresses for
additional content security.

n 

  

Selectively filter Web access
by users, IP address ranges,
or groups, and by objects
such as host range.

n 

  

Control Web access by time
of day, department require-
ments, or employee need.

 



Additional Features

Centralized Logging and Reporting

Track where your users are going and when. Generate graphical
reports of Web access, usage, and time of day, and get the
data you need to make security policy decisions.

Daily Database Updates 

The SurfControl®CyberPatrol®database is updated daily to
give you the most current protection available.

Free 30-Day Trial!
Supercharge your Firebox®X appliance with a 30-day
WebBlocker trial, and see for yourself how WatchGuard
WebBlocker can increase employee productivity and your net-
work security. Contact a reseller today! Call 1.800.734.9905
(U.S./Canada) or +1.206.613.0895 (International), or find a
reseller at www.watchguard.com/sales/locate.asp. 

Expand Firebox® X with Add-Ons and Upgrades
Add features and services to Firebox X to expand your securi-
ty appliance as your needs grow. Get spam blocking with
SpamScreen, more network ports, Mobile User VPN
upgrades, or renew your LiveSecurity®Service subscription.
With WatchGuard solutions, you can get on with your work
and rest assured that your network is protected.

For more information about WebBlocker and additional features
and services, visit:
www.watchguard.com/products/x_security.asp

WatchGuard® WebBlocker

Who Needs WebBlocker?

n 

            

Organizations that want to monitor Internet usage in order to diminish financial and legal impact.

n 

  

Public institutions that need to provide nondiscriminatory access to Internet resources while complying with govern-
ment regulations that protect minors.

n 

  

Schools and organizations that need to block objectionable sites while still providing educational Internet access
for underage users.

WebBlocker System Requirements

n 

   

WatchGuard Firebox X or Firebox III running WatchGuard System
Manager 7.2 or later
n 

  

Microsoft®Windows 2000, Windows NT, or XP
n 

  

An active LiveSecurity®Service subscription
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For more detail on which WatchGuard security appliance product line is best suited to your needs, visit: www.watchguard.com/compare

WebBlocker for Firebox® X

Firebox®X500
WebBlocker 1-Year Subscription WG017093

WebBlocker 1-Year Renewal WG017094

Firebox®X700
WebBlocker 1-Year Subscription WG017096

WebBlocker 1-Year Renewal WG017197

Firebox®X1000
WebBlocker 1-Year Subscription WG017099

WebBlocker 1-Year Renewal WG017100

Firebox®X2500
WebBlocker 1-Year Subscription WG017102

WebBlocker 1-Year Renewal WG017103

40% Discount!Buy two years of service and save
40% on the second year!

                 


